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0365 OAuth Configuration

Applies to
RightFax 20.2

Summary

In RightFax, the RightFax EWS Connector provides the option for OAuth authentication with Office 365 Exchange
Online. This article will provide the steps for Office 365 configuration of the three supported types of OAuth methods
available Interactive, Certificate, and Client Secret.

Resolution
What is Exchange Online OAuth?

With OAuth authentication, user credentials and passwords are not passed from one computer to another. Instead,
authentication and authorization is based on the exchange of security tokens, which grants access to a specific set of
resources for a specific amount of time.

Why use Exchange Online OAuth?

As of October 13th, 2020 Microsoft will stop supporting and fully decommission the Basic Authentication for EWS
to access Exchange Online. This means that new or existing application will not be able to use Basic Authentication
when connecting to Exchange Online using EWS with Office 365.

What type of Exchange Online OAuth does RightFax support?

RightFax supports the following methods of OAuth for Exchange Online.
Interactive
Certificate
Client Secret

RightFax EWS Configuration for Exchange Online (Interactive)

The RightFax EWS Configuration for Office 365 (Interactive) is broken down in to the following sections.
1. Adding a new App Registration to Azure Active Directory.

2. Configure App Registration permissions.

3. Configuring the RightFax Email Gateway module on the RightFax server.

4. Configuring the RightFax EWS Connector on the RightFax Server.

RightFax EWS Configuration for Exchange Online (Certificate)

The RightFax EWS Configuration for Office 365 (Certificate) is broken down into the following sections.
Create a certificate and export both a .pfx and .cer files.

Adding an App Registration to AzureAD.

Configure the App Registration Permissions.

Configuring the RightFax Email Gateway module on the RightFax server.

Configuring the RightFax EWS Connector on the RightFax Server.
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RightFax EWS Configuration for Exchange Online (Client Secret)

The RightFax EWS Configuration for Office 365 (Client Secret) is broken down in the following sections.
1. Adding an App Registration to AzureAD.

2. Configure the App Registration Permissions and generate the Client Secret.

3. Configuring the RightFax Email Gateway module on the RightFax server.

4. Configuring the RightFax EWS Connector on the RightFax Server.
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RightFax EWS Configuration for Exchange Online OAuth (Interactive)

1. Adding a new “App Registration” to Azure Active Directory.

a. Navigate to www.office.com and login to your Office 365 account.

b. In the top left-hand corner of the page select the Office 365 App Launcher and select Admin.

& (+‘\PP Launcher|  office 365

Apps

R outlook
Il word
@ roverpoint
B sharepoint
M Yammer

All apps —

. OneDrive
I' Excel
[I OneNote
w Teams

“3 Admin

c. Within Microsoft 365 Admin Center select Show All.

it Microsoft 365 admin center

Home
Users
Groups

Billing

S 0 3 0 B

Setup

¢ Customize navigation

=== Show all
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d. Under Admin Centers select Azure Active Directory.

Admin centers

0 Security

U Compliance

Bz Endpoint Manager

&  Azure Active Directory

@: Exchange
B> SharePoint
S Teams

@ All admin centers

e. On the My Dashboard Screen select the Office 365 <Domain Name> Dashboard.
My Dashboard  + Newdashboard T Upload

opentexttraining
opentexttraining.onmicrosoft.com

«wEHOHN

Azure AD Premium P2
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f. On the <Domain Name> Dashboard from the menu select App Registrations.

Dashboard >

(i ) opentexttraining | C

Azure Active Directory

@ overview
7 4 Getting started

# Diagnose and sclve problems

Manage

& Users

&2 Groups

85 External Identities

Roles and administrators

W B

Administrative units (Preview)

Enterprise applications

&t

=

Devices

L

App registrations

i3]

Identity Governance

X«

g. On the App Registrations section select New Registration.

Dashboard >

zz= opentexttraining | App registrations #

18
’ Azure Active Directory

@ Overview

# G etting started

+ New registration

0 Welcome to the new and improved App registrations (now Gene

& Endpeints Vs Troubleshooting

h. Within the Register an Application page in the Name field enter a name (i.e. RightFax).

i. Under the Redirect URI (Optional) drop-down select Public client/native (mobile & desktop).
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j- In the empty Redirect URI field enter “urn:ietf:wg:oauth:2.0:00b” (without the quotes) and click Register.
Dashboard > opentexttraining | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

RightFax ~

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (opentexttraining only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Public client/native (mobile ... ~~ | | urn:ietf:wg:oauth:2.0:00b "]

By proceeding, you agree to the Microsoft Platform Policies !

[Cregine |

2. Configure the App Registration permissions.

a. On the App Registration site overview note the Application (client) ID and Directory (tenant) ID. (This informa
tion will be used later in the configuration.)

= RightFax =

‘/O Search (Ctrl+/) | « @ Delete @ Endpoints

B overview Display name : RightFax Supported account types  : My organization only

& Quickstart Application (client) ID : Redirect URIs : 0 web, 0 spa, 1 public client

4 Integration assistant (preview) Directory (tenant) ID : Application 1D URI : Add an Application ID URI
Object ID 2 Managed application in I... : RightFax

Manage a
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b. Within App Registration under Manager select APl Permissions.

Dashboard > opentexttraining | App registrations >

t RightFax x

‘/O Search (Ctrl+/) ‘ @ ]E] Delete @
% Overview Display name
&5 Quickstart Application (clien

4 Integration assistant (preview) Directary flenanty

Object ID
Manage

@ Branding

ﬂ Welcome to

—3 Authentication
Certificates & secrets

Token configuration Call APIs

APl permissions

& Expose an API . ig}

1t

c. Within Configured Permissions select Add a Permission.
Dashboard > opentexttraining | App registrations >

- RightFax | APl permissions  »

|}3 Search (Ctrl+/) ‘ « O Refresh

B Overview . L
Configured permissions

& Quickstart o . )
Applications are authorized to call APIs when they are granted permissions by users/admins as part of th
# Integration assistant (preview) all the permissions the application needs. Learn more about permissions and consent
a permission rant admin consent for opentexttrainin
— +addap Grant ad t for opentextt g
Branding API / Permissions name Type Description
S Authentication v Microsoft Graph (1)
Certificates & secrets UserRead Delegated  Sign in and read user profile

d. Within the Request API permissions screen select APIs my organization uses.

Request API permissions X

Select an API
Microsoft APIs APls my organization uses My APls

Apps in your directory that expose APIs are shown below

|/O Office 365 Exchange Online

Name Application (client) ID

Office 365 Exchange Cnline 00000002-0000-0ff1-ce00-000000000000

ADVANTAGE
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e. In the search bar enter Office 365 Exchange Online and select it from the available options.

f. Under Office 365 Exchange Online select Delegated Permissions, scroll down expand EWS, select EWS.
AccessAsUser.All and then click Add Permissions.

Request API permissions X

< All APIs

> s

\/ EWS (1)
EWS.AccessAsUser.All (D)

‘ o ‘ No
Access mailboxes as the signed-in user via Exchange Web Services

> Exchange

> Group

> MailboxSettings
> mail

> Notes

> opx

> People

> Place

AN

Add permissions ‘ Discard ‘

g. Next select Grant Admin Consent for <AD Profile> and then click Yes to the prompt.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

- Add a permission |~/ Grant admin consent for opentexttraining

API / Permissions name Type Description Admin consent req...  Status
v Microsoft Graph (1)

User.Read Delegated  Sign in and read user profile No

v Office 365 Exchange Online (1)

full_access_as_app Application  Use Exchange Web Services with full access to all mailb... Yes A\ Notgranted for opente **+
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3. Configure the RightFax Email Gateway on the RightFax server.
a. On the RightFax server create the LocalRFaxGate folder. (This will contain the IN and OUT folder for the RFAX

Gate folder usage.)

&VANTAGE

TECHNOLOGE‘)

i | = |

« 5 v

3 Quick access
m Desktop
8 Downloads
Documents
= Pictures

% Local Disk (C)

= This PC

Share

W % oW %

Drive Tools

Wiew Manage

A &. ? ThisPC > Local Disk (C)) 2

Name

BGInfo
Catch
inetpub

| LocalRFaxGate

Perflogs
Program Files
Program Files (x86)

Users

Local Disk (C)

Date modified

11/28/2018 10:48 ...
7/21/2020 6:48 AM
11/29/2018 2:11 PM
72772020 11:59 A...
11/28/2018 2:15 PM
5/4/2020 8:48 AM
5/4/2020 848 AM
5/4/2020 8:54 AM

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

b. Open Enterprise Fax Manager click on Start > RightFax > RightFax Enterprise Fax Manager.

c. Within EFM highlight Services locate the RightFax Email Gateway Module double-click or right-click and from
the menu select Configure Service.

f‘ﬁ RightFax Enterprise Fax Manager
File Edit Utility Help
VELA

EE Fax Servers

= |, VELA

Services

gl Statistics
Users

.‘% Groups

@'\ Signatures
l' Stamps
Forms
Q Printers

¥ Biling Codes
- i) Cover Sheets
ﬂ]]B Library Documerts

. Messaging Services

—

Alerts & Monitors

Conversions

Client Cannections
- 348 Fax Numbers
\a MFPs

| Repots
'S, Wordlows
—[§*  Bxtemal Connections

" | | Service Name Status m’mﬁlgﬁeﬁ] Startup
@ FRightFax DocTransport Module Running 0000:00:16:53 Automatic
@ RightFax Server Module Running 0000:00:16:59 Automatic
@ PRightFax Database Module Running 0000:00:16:54 Manual
@ RightFax RPC Server Module Running 0000:00:16:33 Automatic
@ RightFax Queus Handler Running 0000:00:17:04 Automatic
@ FRightFax WorcServer] Module Running 0000:00:17:07 Manual
@ RightFax WorkServer2 Module Running 0000:00:17-06 Manual
@ FRightFax WorkServer3 Module Rurning 0000-00:17-04 Manual
#  PRightFax Email Gateway Module Start Service _
&  PFightFax SAP Gateway1 Module Stop Service
& PFightFax Integration Module Betait Cenrice
@ RightFax eTransport Module Manual
&  PRightFax AutoReply Module Copy Settings to Other Nodes...

@ FRightFax Alertt Module Start AlESEncES Automatic
@ RightFax Remoting Service Stop All Services Putomatic
@ PRightFax Sync Module Restart All Services Automatic
@ RightFax Conversion Engine CEatie Automatic
@ RightFax Licensing Service Debug Automatic
& RightFax EWS Connector Debug with Options...

& PRightFax SharePoirt Gateway Mod. Bring to Front

v Reconnect
21 servie Camvedl
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d. Within the Email Configuration - Local window select Add Gateway.

Email Configuration - LOCAL >

|} Deletz Gateway Select Service Account... | Cancel

e. In the Email Gateway Selection window select Microsoft Exchange and click Select.

Email Gateway Selection X

Select Email Gateway to add
Lotus Motes

Microsaft Exchange | Cancel
SMTPAPOP3 =
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f. Within the Gateway - MSEXCH in the Location of mail files: enter the location of the LocalRFaxGate folder creat
ed in Step 1 and click OK.

Email Configuration - LOCAL >

""" Gateway - MSEXCH General  Custom meszages  Time of Day

Location of mail fles: | C:\LocalRF axG ate |I

FROM message: |HightFaH Email Gateway Module |

D efault form: _;Advanced farm | Event Loglevel | Terse v

Frequency, |45 -~
[ Remate email gateway service
[ Disable outbound faxing Top margin of message header.
Send through DEFAULT user when email gender iz unknown

[ Process outbaund email for this server anly

;.-’-‘«dd Gateway... ;Delete Eatewa_l,l; | Select Service Account...; Cancel

4. Configure the RightFax EWS Connector on the RightFax Server.
a. Within EFM, locate the RightFax EWS Connector double-click or right-click and from the menu select Configure

Service.
| RightFax Enterprise Fax Manager - u] 'Y
File Edit Utility Help
EE Fax Servers * | | service Name Status mﬁz‘.ﬁmess) Startup )
B- g VELA ® RightFax DocTransport Module Running 0000010151  |Automatic
-] ©  RightFax Server Module Running 0000:01:04:44 Automatic
-] Statistics ® RightFax Database Module Running 0000:00:57:50 Manual
& Uses @ RightFax RPC Server Module Running 0000:00:28:33 Automatic
- & Groups @  RightFax Queue Handler Running 0000:005630  |Adtomatic
M, Signalures ©  RightFax WorkServer! Module Start Service
- 4 Stamps ® RightFax WorkServer2 Module Stop Service
2 Foms ®  RightFax WorkSsrver3 Moduls Restart Service
- Printers ® RightFax Emai Gateway Module OSSR
#' Biling Codes 6 BT, e Copy Settings to Other Nodes...
. fB Cover Sheets S RightFax Integration Module Start All Services
D Librery Documerts ® RightFax sTranspot Module Stop All Services
. Messaging Services ©  FightFax AutoRieply Moduie Restart All Services
PR Ml ® RightFax Alert Module Status
-3} Conversions @ FRightFax Remoting Service Debug
E E Client Connections ® RightFax Sync Moduls Debug with Options...
115‘ Fax Numbers B PolifaCrsmn bgne Bring to Front
R t
R MFPs ® RightFax Licensing Senvice ceonne
B Repots RightFax EWS Connector Cancel
'8, Workdlows & RightFax SharsPoint Gateway Moduls Not corfigured | N/A | &
B' Edemal Connections v
21 services last updated at 7/27/2020 1:16:39 1
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b. Within the RightFax EWS Connector screen enter the NDR Mailbox Information and Mailbox information.

os RightFax EWS Connector

Mailboo

NDR Mailb
Enter an Exchange mailbox to which the transport rule will SR

These credentials will be used to create the required transport rule
on the Exchange server.

redirect all fax emails for processing by the Right Fax connector. Exchange Gateway |Gateway =
Ehage See |p5.out|ook.com | Gateway Directory  C\LocalRFaxGate
Mailbox Email Address |Oﬁice@operrtead‘tmining.onmi| Bt Lodevd [0
Vi glev aming ~
Mailbox Password | |
Bxchange Online
[ Office 365
Transport Rule Creation
[] Automatically Create Transport Rule
Exchange Administrator Credentials Message Size

>

:@0pentexdtraining.onmicrosoft.com

Administrator 1D * ME
Password
Address Space
Address Type Address Space Ad
RFAX # B
FAX, £
Service Account Cancel
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c¢. Within the Exchange Online section select Office 365, select Use OAuth, and then click Get Token.

o= RightFax EWS Connector - X
Mailboo :
NDR Mailb i i
Enter an Exchange mailbox to which the transport rule will R iceSparkadiniing onmorsolt
redirect all fax emails for processing by the Right Fax connector. Exchange Gateway |Gateway o

Exchange Server |p5.out|ook.com | Gateway Directory  C\LocalRFaxGate

Mailbox Email Address |Oﬁice@opentead‘tmining.onmi|

Evert Loglevel | Waming ~
Mailbox Password

Bxchange Online
Office 365
Use OAuth

Get Token

Transport Rule Creation
[] Automatically Create Transport Rule

Exchange Online Administrator Credentials Message Size

These credentials will be used to create the required transport rule
on the Exchange server. No-Limit

Administrator 1D Mo i VB
Password
Address Space
Address Type Address Space Add
RFAX & Edit
FAX, *

Service Account Cancel

d. In the Get Token screen leave Interactive and in the Application (client) ID and Directory (Tenant) ID. (Section
2. Configure the App Registration permissions Step 1.)

B Get Token *

Interactive =
Application (client) ID
a646103d-29d3-4227-

Directory (tenant) ID
af3a957e-1f61-4204d-

[ ok || cancel
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e. Click Get Token.
f. Within the Sign in to your account window enter mailbox used to configure the EWS Connector and click Next.

Sign in te your account *®

B® Microsoft
Sign in

office@opentexttraining.onmicrosoft.com| X

Can't access your account?

Sign-in options

Terms of use  Privacy & cookies - -+

g. Enter the mailbox password and click Sign In.

Sign in to your account X

B® Microsoft
< office@opentexttraining.onmicrosoft.com

Enter password

SO,

Forgot my password

Sign in

Terms of use  Privacy & cookies -+
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h. On the Permissions Requested window select Consent on behalf of your organization, and then click Accept.

Sign in to your account

BS Microsoft

office@opentexttraining.onmicrosoft.com

Permissions requested

RightFax
App info

This application is not published by Microsoft.

This app would like to:

v Access mailboxes as the signed-in user via Exchange Web
Services

~ Maintain access to data you have given it access to

~  View users’ basic profile

@Consent on behalf of your arganization

If you accept, this app will get access to the specified resources for all
users in your organization. No one else will be prompted to review these
permissions.

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. You can
change these permissions at https://myapps.microsoft.com. Show details

Daoes this app look suspicious? Report it here

*

~

i. Click OK to close the Get Token window.

j- Click Service Account.

k. In the Service Account Details window enter the Domain User and Password to run the RightFax EWS Con
nector and then click OK.

Service Account Details

Service Account Details

pd

Domain User: |0TLeaming\Mn1inist|amr

Password: |‘““1

0K

Cancel

. Click OK to close the RightFax EWS Connector screen.
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m. Verify the RightFax.ExchangeConnector.Core.dll.msalcache.bin3 file is created under the \RightFax\EWS
folder. (This file is created when the token for OAuth it successfully created.)

I = | EWs - m| e
Home Share View e o
<« v 4 | C:\Program Files (xSE]\RightFax\EWSl ~ D Search EWS el
~
Name Date modified Type Size A
3 Quick access
I Desktop * [#] EWSPowerShellHelper.exe i_-"‘l 0/2020 3:5:?_ PM Appl?cat?cn 18KE
[85] GetToken.exe 7/10/2020 3:52 PM  Application 25KB
¥ Downioads  # 1) GetToken.exe.config 4/16/20203:23PM XML Configuratio... 1KB
Documents 4 Install.log 7/27/2020 2:45PM  Text Document 1KB
=] Pictures | Microsoft.Exchange.WebServices, 4/16/2020 3:23 Application extens... 072
=] Pict + ERY ft.Exchange WehS dil 4/16/20203:23 PM  Appl 1,072 KB
RightFax 16 EP2 Microsoft.Extensions.Configuration. Abstractions.dll 4/16/2020 3:23 PM  Application extens... 21KB
RightFax 16 EP4 Microsoft. Extensions.Configuration.dll 4/16/20203:23 PM  Application extens... 2TKB

2 RightFax Patches Microsoft.Extensions.Primitives.dil 4/16/2020 3:23 PM Application extens... 38 KB

Microsoft.Identity. Client.dll T10/2020 3:52 PM Application extens... 1,290 KB

I This PC 2] Microsoft.Web.Administration.dl 4/16/2020 323 PM  Application extens... 144 KB
[ Desktop Mewtensoft.Json.dll 4/16/20203:23 PM  Application extens... 502 KB
Documents ‘ms RightFax.EWS.Connector.exe 7/10/2020 3:52 PM  Application 320 KB

‘ Dot 1 RightFaxEWS.Connector.exe.config 7/2020 2:41 PM XML Configuratio... 2KB
J’ M RightFax.EW5.Connector.log 2020 2:46 PM Text Document OKE
usic

‘O» RightFax.EWSConnector.Configuration.exe 7/10/2020 3:52 PM Application 654 KB

[&] Pictures & o _ N
RightFax FxchangeConnector.Core.d L0020 352 P Lpolication extens 193 KB

B videos [] RightFax.ExchangeCannector.Core.dll.msalcache.bin3 T/27/2020 2:36 PM BIN3 File 7 KBI

‘im Local Disk (C:) RightFax Toolbox.dll 4/16/20203:23PM Application extens.., 9TKE
. DVD Drive (D:) Righ RightFax. Toolbox.Extended.dll 4/16/20203:23 PM  Application extens... 258 KB
RightFax Tools.dll 4/16/20203:23 PM  Application extens... 2,087 KB

ﬁ Metwork J . o -
- RightFax.Windows.dll 4/16/20203:23 PM  Application extens... 151 KB
[ - . e R B

27 items
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RightFax EWS Configuration for Exchange Online OAuth (Certificate)

1. Create a certificate and export both a .pfx and .cer files.

ADVANTAGE
QCHNOLOGE_‘)

a. Open Internet Information Services (IIS) Manager on the RightFax server and highlight the server name.

@ Internet Information Services (IIS) Manager - ] X
€S |9, v & =t @ -
File View Help
Connections Actions
@3 VELA Home
€-id 2] J Manage Server
..\ Start Page - & Restart
: Filter: - ¥ Go - Show All | Group by: A - [E8~ 2
+ 83 VELA (OTLEARNING\Administrator) & A i E o
ASP.NET -~
= & e q =] B Stop
'_3 \\/Z 4 15, \ab| i‘gé View Application Pools
NET .NET .NET Error {NET NET Trust  Application Connection Machine Key View Sites
Authorizat.. Compilation Pages Globalization Levels Settings Strings ':m
[ ., = Version
\‘B?) &’ % @ Get New Web Platform
Pages and Providers ~ Session State SMTP E-mail Components
Controls @ Hep
FTP A~
= = LR -
;! e
FTP FTP FTP Directory FTP Firewall FTPIP FTP Logging FTP Logon FTP
Authentic... Autherizat.. Browsing Support  Addressa.. AttemptR.. Messages
&= 8] '_
S on )
FTP Request ~ FTP SSL FTP User
Filtering Settings  Isolation
s ~
2 = ‘ﬁ :
Features View | |72 Content View
Ready 8
—
b. Within IIS Manager <Server Name> Home scroll down to IIS and select Server Certificates.
@ Internet Information Services (IIS) Manager - O X
€S (9, via | = @
File View Help
Connections Actions
@) VELA Home
ea' H ﬁ. s Manage Server
1 -
g Start Page ) Filter: « % Go - (GhShow All | Group by: Area B ot DS
» 85 VELA (OTLEARNING\Administrator) _— - P Start
B Stop
FTP Request ~ FTPSSL FTP User
Filtering Settings Iselation View Application Pools
s 5 View Sites
Change .MET Framework
=2 &5 ?Eg \@ o Version
= i % ) ] i e
G W
ASP Authentic... Autharizat.. Compression Default  Directary  ErrorPages  Failed ] ‘r‘fn:'ec“:;:f:’m"ﬁ”m
Rules Document  Browsing Request Tra... ® SO E
. Help
ol . - ? j.‘ A=
& R K d =
Handler HTTP HTTP IP Address  ISAPland  ISAPIFilters  Logging  MIME Types
Mappings Redirect Respon..  and Doma... CGlRestri...
= & || = 2
" | ! =y
@{fﬂ 3 = Lol = o iy
Meodules Qutput Request Server URL Rewrite ~ WebDAV Worker
Caching Filtering Certificates Authori... Processes
Management ~
IE h 8 8
&l =% #-‘
Centralized Configurat..  Feature  [ISManager IS Manager Management  Shared
Certificates Editor Delegation  Permissions Users Service  Configurat...
Ready 9.
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c. Within Server Certificates under Actions and select Create Self-Signed Certificate.

W5 Internet Information Services (II5) Manager

- O X
R, Ve a e
File View Help
Q‘il Server Certificates
L-R [} ? Import...
gj tart Hoge ) Use this feature to request and manage certificates that the Web server can use with websites configured for SSL. Create Certificate Request...
5| VELA (OTLEARNING\Administrator) ol S
Filter + ¥ Go - GhShowAll | Groupby: NoGrouping  ~ sl 1R
Create D Certificate...
Name Issued To Issued By Expiration Date TelE nnem e
RightFax Install Vela.OTLearning.edu Vela.OTLearning.edu 5/4/2021 9:07:00 A... I
WMSVC-SHAZ WMSve-SHAZ-VELA WMSve-SHAZ-VELA 11/26/2028 2:12:11... Enable Automatic Rebind of
Renewed Certificate
@ Help
< >
[ Festores View 1 Content View
Ready b

d. On the Create Self-Signed Certificate window enter a name for the certificate in the Specify a friend name for

the certificate field.

e. Select Web Hosting on the Select a certificate store for the new certificate drop-down and click OK.

Create Self-Signed Certificate

)

Specify Friendly Name

? bed

signing:

Specify a friendly name for the certificate:

RightFax EWS Certificate

Web Hesting

Select a certificate store for the new certificate:

Specify a file name for the certificate request. This information can be sent to a certificate authority for

Can ce'
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f. Within the IS Server Certificates screen highlight the newly created certificate and under Actions select Export.

@5 Internet Information Services (IS) Manager e o X
€5 (9, vea» a @
File View Help
Server Certificates
Q- & i’ Import...
§g Start Page § Use this feature to request and manage certificates that the Web server can use wiith websites configured for SSL. Create Certificate Request.
» €5 VELA (OTLEARNING\Administrator) -
Fiter - ¥ Go - GhShowAll | Groupby: NoGrouping = omp e e SR ol
Create D Certificats
Name Issued To Issued By Expiration Date T
{Riahifax EWS Cerfficate Vel 0L d Vela 0L d 77201 50000 Creste Self Sianes Corliean. 5]
RightFas Instal Vels,OTL eaming.=du Vela.OTLesming.edu 5/4/2001 20709 A
WMSVC-SHAZ WS vc-SHAZ-VELA WMSvc-SHAZ-VELA 11/26/2028 21211,
Enable Automatic Rebind of
Renewed Cerificate
Hel
@ +ep
< >
[=] Features View | % Content View
Ready 9|

g. Within the Export Certificate window select the ellipses next the Export to. Save the certificate to a location
where the EWS Connector service account has access. (This location will be where the .pfx file will be stored.)

h. Enter a Password and Confirm password and click OK.

Export Certificate ? x

Export to:

| CAABWS Cert\RightFax EWS.pfx |

Password:

Confirm password:

| oK Jl Cancel
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i. Right-click Start and from the menu select Run.

Programs and Features
Power Options

Event Viewer

System

Device Manager
Metwork Connections
Disk Management
Computer Management
Command Prompt

Comrmand Prompt (Admin])

Task Manager

Control Panel

File Explorer

Shut down or sign out

Desktop

j- In the Run window enter MMC and click OK.

3 Run

Opern:

*

Type the name of a pregram, folder, document, or Internet
resource, and Windows will open it for you.

| MMC .

!; This task will be created with administrative privileges.

Cancel Browse...
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k. Within the Console1 window select File and from the menu select Add/Remove Snap-in.

Consolel - [Console Root] — [m] x
File Action View Favorites Window Help & x
4 New Ctrl+N

= Open... Ctrl+0 e

Save Ctrl+S
-
Gt There are no items to show in this view. ColcalcRont
More Actions 4
I Add/Remove Snap-in... Ctrl+M I
Options...

1 CAWindows\...\compmgmt.msc
2 CA\Windows\systemn32\gpedit.msc

Exit

[. Within the Add or Remove Snap-ins window under Available snap-ins highlight Certificates and click Add.

Add or Remove Snap-ins X

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ing, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
SnapHn Verudar ~ [ Console Root Edit Extensions...
jACtIVEx. Co.ntrol M?crosoft Car... SR
id.4 Authorization Manager Microsoft Cor...
Microsoft Cer...
f": Component Services  Microsoft Cor... Maove Up
$=Compuber Managem... Microsoft Cor...
HDevioe Manager Microsoft Cer... reEs ol
e Disk Management Microsoft and...
E Event Viewer Microsoft Cer...
[ Folder Microsoft Cor...
=/ Group Policy Object ... Microsoft Cor...
[EMInternet Informatio...  Microsoft Cor...
g IP Security Monitor Microsoft Cer...
g IP Security Policy M...  Microsoft Cor... = ..nc-lvanced...

Description:

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

Coce
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m. Within the Certificates snap-in window select Computer account and click Next.

Certificates snap-in

This snap4n will always manage cerificates for:
() My user account
(") Service account

I@ Computer account I

x

< Back

C_ancel

n. On the Select Computer screen leave Local Computer (the computer this console is running on), click Finish,

and click OK.

Select Computer

Select the computer you want this snap-n to manage.

Thig snap-n will always manage:

x

(®) Local computer: {he computer this consele is running on)

i) Another computer:

only applies f you save the console.

[] Allow the selected computer to be changed when launching from the command line. This

Browse...

=

Cancel
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0. With Certificates now loaded into MMC Console, locate the Certificate created in IIS expand Certificates > Web

Hosting > Certificates.

Consolel - [Console Root!\Certificates (Local Computer)\Web Hosting\Certificates]
& File Action View Favorites Window Help

o nE 4 RIXEE B

[ Console Raot lssued To & Issued By
w Ifﬁ‘ Certificates (Local Computer)

] Personal

(] Trusted Root Certification Authoriti
] Enterprise Trust

> ] Intermediate Certification Authoriti
» [ Trusted Publishers

> ] Untrusted Certificates

» [ Third-Party Root Certification Auth
> [ Trusted People

> ] Client Authentication Issuers

» [ Preview Build Roots

» ] Remate Desktop

» [ Certificate Enrollment Requests

> [ Smart Card Trusted Roots

> [ Trusted Devices

"

v W

dows Live ID Token lssuer

< LIRS

Actions

Vela.OTLearning.edu =

'Web Hosting store contains 1 certificate.

Certificates -
More Actions 4

More Actions

p. Right-click the certificate and from the menu select All Tasks > Export.

ﬁ Consolel - [Console Root\Certificates (Local Computer)\Web Hosting\Certificates]
& File Action View Favorites Window Help
ex 2@ s XE= B

[ Console Root lssued To & Issued By
- Eﬁl Certificates (Local Computer)
» [l Personal
> [ Trusted Root Certification Authoriti
» [ Enterprise Trust
» [ Intermediate Certification Authoriti Cut

All Tasks >

Actions

Certificates -

ctions 4

> || Trusted Publishers Copy
» ] Untrusted Certificates

» ] Third-Party Root Certification Auth
» [ Trusted People Properties

> [ Client Authentication Issuers

Delete

Help

» [ Preview Build Roots
» [Z] Remote Desktop
» [ Certificate Enrollment Requests
5 || Smart Card Trusted Roots
5 [ Trusted Devices
] Web Hosting
| Certificates
[ Windows Live ID Token Issuer

<

v

< 3| <

Web Hosting store contains 1 certificate.

ctions 3
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g. On the Welcome to the Certificate Export Wizard screen click Next.

X

&% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lizts from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

Concel
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r. On the Export File Format screen select either DER encoded binary X.509 (.CER) or Base-64 encoded X.509

(.CER) and click Next.

& &% Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

X

Select the format you want to use:

{®) DER encoded binary X.509 (.CER)

() Base-64 encoded X.509 (.CER)

{_) Cryptographic Message Syntax Standard - PKCS #7 Certificates {P7E)
Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 {.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Cancel |
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s. On the File to Export screen click Browse and save the file to a location that will have access from the Web
Browser used to configure AzureAD, and click Next.

X

& &% Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
C:\EWS Cert\RightFax AzureCert.cer | E Browse. .. i

Mext | Cancel
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t. On the Completing the Certificate Export Wizard screen click Finish.

& &% Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have spedified the following settings:

File Mame

Export Keys

Indude all certificates in the certification path Mo

File Format DER Encoded Binary ¥. 509 (*.cer)

L4 >

Finish | Cancel

2. Adding an App Registration to AzureAD.
a. Navigate to www.office.com and login to your Office 365 account.
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b. In the top left-hand corner of the page select the Office 365 App Launcher and select Admin.

22 ‘{APP '-a“"“"efl Office 365 —

Apps

. OneDrive
Excel
[u OneNote
w Teams

n) Admin

All apps —

c. Within Microsoft 365 Admin Center select Show All.

Microsoft 365 admin center

I {0 Home
R Users s
£ Groups b
B Billing L
&2 Setup

¢ Customize navigation

| Show all |
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d. Under Admin Centers select Azure Active Directory.

Admin centers

) Security

) Compliance

B3 Endpoint Manager

& Azure Active Directory

B: Exchange
B> SharePoint
B5 Teams

@ All admin centers

e. On the My Dashboard Screen select the Office 365 <Domain Name> Dashboard.
My Dashboard ~ -+ Newdashboard T Upload

opentexttraining
opentexttraining.onmicrosoft.com

«uwENOHN

Azure AD Premium P2
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f. On the <Domain Name> Dashboard from the menu select App Registrations.

Dashboard >

o opentexttraining | C

@ overview

-
v

X

Manage

&
&

L

Azure Active Directory

Lce

Getting started

Diagnose and solve problems

Users

Groups

External Identities

Roles and administrators
Administrative units (Preview)
Enterprise applications

Devices

App registrations

Identity Governance

g. On the App Registrations section select New Registration.

Dashboard >

@ overview

# Getting started

opentexttraining | App registrations x

’ Azure Active Directory

+ New registration

@ Endpoints ﬁ Troubleshooting

0 Welcome to the new and improved App registrations (now Genej
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h. Within the Register an Application page in the Name field enter a name (i.e. RightFax) and then click Register.
(Do not modify Supported account types or Redirect URI (optional) settings).

“

Dashboard > opentexttraining | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

RightFax o

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (opentextiraining only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web b | | e.g. https,//myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies =

=

3. Configure the App Registration Permissions.

a. On the Application (RightFax) Overview note the Application (client) ID and Directory (tenet) ID this information
will be used later on in the configuration process.

5

Dashboard > opentexttraining | App registrations >

@ RightFax =

|/O Search (Ctr+/) | « i Delete & Endpoints

™ ¢
B Overview 0 Got a second? We would love your feedback on Microsoft identity platfon
& Quickstart

" Display name : RightFax
# Integration assistant (preview)

IApplication (client) ID : 2329ad44-7006-4662-a6af-16863bcches0 I

Manage ID\'rectDry (tenant) ID : af3a957e-1f61-420d-a58b-192b20143c72 I

B Branding Cbject ID : 1d8c0eb0-8e80-42d8-b5cd-87ebag0bd220

2 Authentication

Certificates & secrets ﬂ Welcome to the new and improved App registrations. Looking to leamn hoj

Token configuration

-2+ API permissions

Call APIs

& Expose an API

Page 31 of 56 0365 OAuth Configuration | ADVANTAGE TECHNOLOGIES



ADVANTAGE
0365 OAuth Configuration | OpenText™ RightFax &TE CHNOLOGIES P

b. On the RightFax Overview screen under Manage select APl permissions.

Dashboard > opentexttraining | App regi

i RightFax =

|/O Search (Ctri+/) | «

B Overview
&4 Quickstart

#" Integration assistant (preview)

Manage

B Branding

3 Authentication
Certificates 8 secrets

I} Token configuration

@ Expose an AP|

it Owners

& Roles and administrators (Preview)

c. Within the RightFax API permissions screen select Add a permission.

3

Dashboard > opentexttraining | App registrations >

—=- RightFax | AP| permissions =

‘/D Search (Ctrl+/) | « () Refresh

B Overview ) .
Configured permissions

& Quickstart ) . . .
Applications are authorized to call APls when they are granted permissions by users/admins as parf
#" Integration assistant (preview) all the permissions the application needs. Learn more about permissions and consent
Manage | +adda permission | ‘ Grant admin consent for opentexttraining
B Branding APl / Permissions name Type Description
2 Authentication v Microsoft Graph (1)
Certificates & secrets User.Read Delegated  Sign in and read user profile

1! Token configuration
= API permissions

& Expose an API

d. Under Request API permissions scroll all the way down and under Supported legacy API's select Exchange.
e. Within Request API permissions under Exchange select Application permissions.

f. On the Permissions screen select full_access_as_app and click Add permissions.
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g. After adding the permissions select Grand Admin Consent for <AD Profile>.

Dashboard > opentexttraining | App registrations >

- RightFax | APl permissions =

£ search (Ctri+/) &

B Overview
4 Quickstart

# Integration assistant (preview)

Manage

B2 8randing

D Authentication
Certificates & secrets

! Token configuration

- API permissions

& Expose an API

i Owners

& Roles and administrators (Preview)

() Refresh

A\ You are editing permissionts) to your application, users will have to consent even if they've already done so previously.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Leam more about permissions and consent

| + Add a permission | || Grant admin consent for opentexttraining “

API / Permissions name Type Description Admin consent req... ~Status
v Exchange (1)
full_access_as_app Application  Use Exchange Web Services with full access to all mailb... Yes A\ Not granted for opente,,

 Microsoft Graph (1)

UserRead Delegated  Sign in and read user profile

>

Do you want to grant consent for the requested permissions for all accounts in opentexttraining? This will update any existing admin consent records this application already has to
match what is listed below.

. Click Yes to the Do you want to grant consent for the requested permission for all accounts pop-up.

Dashboard > opentexttraining | App registrations >

- RightFax | AP| permissions  »

P search (Ctr+/) «

B Overview
& Quickstart

#  Integration assistant (preview)

Manage
B sranding

D Authenti

!I!" Token configuration

-2 APl permissions
& Expose an AP
i Owners

Roles and administrators (Preview)

E Manifest

Under the Manage menu select Certificates & Secrets.

() Refresh

@ Successfully granted admin consent for the requested permissions.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

| Thaddapermission | | Grantadmin consent for opentexttraining
API / Permissions name Type Description Admin consent req...  Status
“+Exchange (1)
full_access_as app Application  Use Exchange Web Services with full access to all mailb... Yes @ Granted for opentextirai,, **+
“Microsoft Graph (1) e
UserRead Delegated  Sign in and read user profile - @ Granted for opentexttrai, | «+*

—

Dashboard > opentexttraining | App registrations >

RightFax | Certificates & secrets =

2 Search (Ctri+/) 3

i Overview
& Quickstart

#" Integration assistant (preview)

Manage

& Branding

2 Authentication
Certificates & secrets

!l Token configuration

. Within Certificates & Secrets select Upload Certificate.

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

Upload certificate

Thumbprint Start date Expires

No certificates have been added for this application.
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k. In the Upload Certificate window browse out to where you stored the .CER file you created, and then click Add.

Upload certificate

Upload a certificate (public key) with one of the following file types: .cer. .pem, .crt

| "RightFax AzureCert.cer"

\

4. Configure the RightFax Email Gateway service on the RightFax Server.

a. On the RightFax server create the LocalRFaxGate folder. (This will contain the IN and OUT folder for the

RFAXGate folder usage.)

| s |

Home

# Quick access
m Desktop
# Downloads
Documents

1= Pictures

& This PC

& Local Disk (C:)

Share

% % o4 oW

Drive Tools ~ Local Disk (C)

View Manage

&« = ~ A &. ? ThisPC > Local Disk (C) ?

~
Name

BGInfo
Catch
inetpub
1 PerfLogs
Program Files
Program Files (x86)

Users

Date modified

11/28/2018 1048 ..
7/21/2020 6:48 AM
11/29/2018 211 PM
7/27/2020 11:59 A..
11/28/2018 215 PM
5/4/2020 8:48 AM
5/4/2020 8:48 AM
5/4/2020 8:54 AM

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

b. Open Enterprise Fax Manager click on Start > RightFax > RightFax Enterprise Fax Manager.

c. Within EFM highlight Services locate the RightFax Email Gateway Module double-click or right-click and from
the menu select Configure Service.

File Edit Utility Help

VELA
BE Fox Servers
=] ;. VELA

Wil Statistics
- & Ussrs
&' Groups
- 3%, Signatures
L stamps
- /2 Foms
- gy Printers
¢ Biling Codes
- f2 Cover Sheets
M Lbrary Documerts
- @) Messaging Services
T Aerts & Monitors

Conversions

FE Client Connections
- 3%, Fax Numbers
B wFps
[ Repots
'S, Wordiows
" Bdemal Connsctions

) RightFax Enterprise Fax Manager

-

* | | Service Name Status mg!iﬁ‘mfss) Startup
© FRightFax Doc Transport Module Runring 0000:00:16:53 Atomatic
@ RightFax Server Module Running 0000:00:16.59 Automatic
@ RightFax Database Module Running 0000:00:16:54 Manual
@ RightFax RPC Server Module Running 0000:00:16:33 Automatic
@ RightFax Queue Handler Running 0000:00:17:04 Automatic
@ RightFax WorkServer! Module Running 0000:00:17.07 Manual
@ RightFax WorkServer2 Module Running 0000:00:17.06 Manual
@  RightFax WorkServer3 Module Running 0000:00:17.04 Manual
= Start Service
& RightFax SAP Gateway1 Module Shon Senice
S RightFax Integration Module Reiz ool
© RightFax eTransport Module Manual
& RightFax AutoReply Module Copy Settings to Other Nodes...

@ RightFax Alert Module Start All Services Automatic
@ RightFax Remoting Service Stop All Services Automatic
@ RightFax Sync Module Restart All Services Automatic
® RightFax Conversion Engine e Automatic
@  RightFax Lisensing Senvice Debug A tomatic
S RightFax EWS Connector Debug with Options...

&  RightFax SharePoint Gateway Modv Bring te Front

i Reconnect
21 servic Cancel
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d. Within the Email Configuration - Local window select Add Gateway.

Email Configuration - LOCAL >

Select Service Account... | Cancel

Email Gateway Selection >

Select Email Gateway to add
Lotus Mates ——

Microzoft Exchange | LCancel
SMTP/APOP3 =
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f. Within the Gateway - MSEXCH in the Location of mail files: enter the location of the LocalRFaxGate folder
created in Step 1 and click OK.

Email Configuration - LOCAL >

""" Gateway - MSEXCH General  Custom meszages  Time of Day

Location of mail fles: | C:\LocalRF axG ate |I

FROM message: |HightFaH Email Gateway Module |

Default form: | Advanced form | Event Loglevel | Terse ~

Frequency, |45 -~

[ Disable outbound faxing Top margin of message header.
Send through DEFAULT user when email sender is unknown

[ Remate email gateway service

[ Process outbaund email for this server anly

_.-’-‘u:ld Gateway... _Delete Eatewa_l,l_ Select Service Account..._ Cancel

5. Configure the RightFax EWS Connector on the RightFax Server.

a. Within EFM, locate the RightFax EWS Connector double-click or right-click and from the menu select Configure
Service.

] RightFax Enterprise Fax Manager = B -
File Edit Uslity Help

- /2% Cover Sheets

[ Library Documerts
- @) Messaging Services

Herts & Monitors

:;g} Conwversions

FE Clent Connections
- 33, Fax Numbers
B MFPs

E Repots
'S, Workdiows

B' Edemal Connections

RightFax SAP Gateway Module
RightFax Integration Module
Right Fax & Transport Moduls
RightFax AutaReply Module
Right Faxx Alert Module

RightFax Remating Service
Right Fax Sync Module

RightFax Conversion Engine

RightFax Licensing Service

RightFax EWS Connector

[oF - L B BN BN BN BRONE BRORNON BN B BN BN B BN B

RightFax ShareFPoint Gateway Module

Start All Services
Stop Al Services
Restart All Services
Status

Debug

Debug with Options...
Bring to Front

Reconnect

Cancel

EE Fax Servers * | | service Name Status mﬁz‘.ﬁmess) Startup )
B ffy VELA ® RightFax DocTransport Module Running 0000010151  |Automatic
-] RightFax Server Module Running 0000:01:04:44 Automatic
-] Statistics RightFax Database Module Running 0000:005750  |Manual
& Usem RightFax RPC Server Moduls Running 0000:00:2833 | Automatic
- & Groups RightFax Queue Handler Running 0000:005630 | Automatic
&, Sgnatures RightFax WorkcServer! Module Start Service
- B Stamps RightFax WorkServer2 Module Stop Service
£ Foms RightFax WorkServerd Module Restart Service
gy Printers Fight Fax Email Gateway Module
¥ Biing Codes Copy Settings to Other Nodes...

Not corfigured N/A

21 services last updated at 7/27/2020 1:16:39 f

b. Within the RightFax EWS Connector screen enter the NDR Mailbox Information and Mailbox information.
c. Within the Exchange Online section select Office 365, select Use OAuth, and then click Get Token.
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"ms RightFax EWS Connector

*

Mailbox

NDR Mailb
Enter an Exchange mailbox to which the transport rule will S

|Oﬁ“|ce@0perrte:d‘haining.onmic:‘osoﬂ |

redirect all fax emails for processing by the RightFax connector. Exchange Gateway

! Gateway

B

Exchange Server |p5.outlook.com | Gisteway Directony

Mailbox Email Address |Oﬁ‘|ce@opente:d'haining.onmi|

Evert Loglevel

Mailbox Password

Bxchange Online
Office 365
Use OAuth

Get Token

Transport Rule Creation
[ Automatically Create Transport Rule

Exchange Online Administrator Credentials

These credentials will be used to create the required transport rule
on the Exchange server. M

Administrator 1D

Message Size

Password

Address Space

Address Type Address Space

RFAX
FAX

a

CA

{Waming ~

LocalRFaxGate

Delete

: Service Account | |

|| Cancel

d. In the Get Token drop-down select Certificate.

B Get Token

T |

| Certificate

Application (client) ID

Directory (tenant) ID

Certificate file

Certificate password

| |

Cancel
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e. Enter the Application (client) ID and Directory (tenant) ID (This information can be found under the AzureAD

RightFax App overview Section 3. Step 1.)

B Get Token

| Certificate 4 |

Application (client) ID

|23293d44—?006-4652-aﬁaf— 16863bccbe50

Directory (tenant) ID

|af3595?e—‘lf61-420d-a 59b-f82b20143c72

Certificate file

pes

Certificate password

CK

Cancel

f. For the Certificate file click the ellipsis, browse out to the location of the .pfx file created earlier and enter the
password you used when creating the .pfx file and click Get Token.

B Get Token

| Certificate i |

Application (client) ID

|23295d44—?006-4652-a~5af— 16863bccbe50

Directory (tenant) ID

|aBa95?e—1f61420d—a 59b-f92b20143c72

Certificate file

pes

[CAEWS Cert\RightFax EWS.pfx

Certificate password

OK

Cancel
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g. Click OK to close the Success pop-up.

Success *

.
Iﬂl Got token successfully.
. -

h. Click OK to close the Get Token window.

i. Within the RightFax EWS Connector screen select Service Account.
o= Rig

— X
Mailbox NDR Mailbox | office @opentesttraining.onmicrosoft
Enter an Exchange mailbax to which the transport rule will L <k s
redirect all fax emails for processing by the RightFax connectar.

Exchange Gateway | Gateway

i

Exchange Server |ps.outlook.com
Mailbox Email Address  |:ntesdtraining .onmicrosoft.com

Mailbox Password

Gateway Directory | C:\LocalRFaxGate

Event Loglevel [ Waming ™

Exchange Online
Office 365
Use OAuth

Transport Rule Creation
[ Automatically Create Transport Rule
Exchange Online Administrator Credentials Message Size

These credentials will be used to create the required transport nile
on the Exchange server.

Administrator D - MEB
Password
Address Space
Address Type Address Space dd
RFAX i Edit
FAX i
Service Account 0K Cancel

j- In the Server Account Details window enter the Domain User account, password and click OK.

Service Account Details

pd

Service Account Details

Domain User: |OTLeaming\Mminist|ator |

Password: |“"“ |

0K l Cancel
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k. Click OK to close the RightFax EWS Connector and start the service.

o= RightFax EWS Connector

Mailbax i
NDR Mailbs
Enter an Exchange mailbox to which the transport rule will ks
redirect all fax emails for processing by the RightFax connectar. Exchange Gateway
Ecrnge Seve —
ot Ert s ot
Mailbox Password
Bxchange Online
Office 365
Use OAuth
Get Token

Transport Rule Creation
[ Automatically Create Transport Rule
BExchange Online Administrator Credentials

These credentials will be used to create the required transport rule
onthe Exchange server No

Message Si

- X
[offi textirairing.ormicrosoft.|
i Gaiewa)!_ =)
C\localRFaxGate
| Waming v

ize

Administrator 1D .
Password
Address Space
Address Type Address Space
RFAX 2
FAX, 2

[_Serve Aocourt | |[ oK Jl\ Cancel

MB

-ADVANTAGE
QCHNOLOGIE_—)

. Verify the RightFax.ExchangeConnector.Core.dll.msalcache.bin3 file is created under the \RightFax\EWS

folder. (This file is created when the token for OAuth it successfully created.)

= | Ews
Home Share View
- v h » ThisPC » Local Disk (C3) » Program Files (x86) » RightFax » EWS

Name - Date madified Type Size

,"-Q;::::ss . [¥] EWSPowerShellHelper.exe 52PM  Application 12KE

[ GetToken.exe :52PM  Application 25KB

¥ Downlozds ¢ ¥ GetToken.exe.config :23PM XML Configuratio... 1KB

5 Documents  # = jnstalliog :04PM  Text Document 1KB

Pictures - Microsoft.Exchange WebServices.dll :23PM Application extens.., 1.072 KB

EWS Cert Microsoft.Extensions.Configuration.Abstractions.dll :23PM Application extens... 21 KB

i, Local Disk (C:) Microseft.Extensions.Cenfiguration.dil 4/16/2020 3:23 PM  Application extens... 2TKB

RightFax 16 EP4 Microsoft. Extensions.Primitives.dll 4/16/2020 3:23 PM Application extens... 38KB

B R P [ Microsoft. dentity.Client.dll :52PM  Application extens... 1,290 KB

Microsaft.Web.Administration.dll 2020 3:23 PM Application extens... 144 KB

E This PC NewtonsoftJson.dll 4/16/2020 3:23 PM Application extens.., 502 KB

[ Desktop o RightFax.EWS.Connector.exe Application 320KB

= Documents (A RightFax.EWS.Connector.exe.config XML Configuratio... 2Ke

Dt =) RightFaxEWS.Connector.log 7 Text Document 0KE

o RightFax.EWSConnector.Configuration.exe 7/10/2020 3:52 PM Application 654 KB

d Music ] RightFax.ExchangeConnector.Core.dil 7/10/2020 3:52 PM__ Application extens... 193 KB
] [D RightFax.ExchangeConnector.Core.dil.msalcache.bind 7/29/2020 203PM  BIN3File 3 KBI

§ videos
. Local Disk (C)
DVD Drive (D:) Righ

1=] RightFax. Toolbox.dIl
RightFax. Toolbox.Extended.dll
RightFax. Tocls.dll

[ RightFax.Windows.dll

i Network RightFax.Windows.Services.dil
2] System.Buffers.dil
27items 1 item selected 2.18 KB

4/16/2020 3:23 PM
4/16/2020 3:23 PM
4/16/20,
4/16/20;
4116/20.

0;

4716/2

Application extens...
Application extens...
Application extens...
Application extens...

Application exten
Application extens...

v

Search EWS
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RightFax EWS Configuration for Exchange Online OAuth (Client Secret)

1. Add a new App Registration to Azure AD.

a. Navigate to www.office.com and login to your Office 365 account.

b. In the top left-hand corner of the page select the Office 365 App Launcher and select Admin.

it App Launcher Office 365 —

Apps

B outiook @& OncDrive
il word [x [
@ roverroint I oneNote
B sharepoint i Teams

m Yammer u} Admin

All apps —

c. Within Microsoft 365 Admin Center select Show All.

S B 3 © =2 |

A

Users
Groups

Billing

Microsoft 365 admin center

Home

Setup

Customize navigation

- Show all
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d. Under Admin Centers select Azure Active Directory.

Admin centers

O Security
O Compliance

Ex  Endpoint Manager

& Azure Active Directory

B: Exchange
B SharePoint
W5 Teams

@ All admin centers

e. On the My Dashboard Screen select the Office 365 <Domain Name> Dashboard.

My Dashboard ' - New dashboard

opentexttraining
opentexttraining.onmicrosoft.com

«wENOHN

Azure AD Premium P2

T Upload
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f. On the <Domain Name> Dashboard from the menu select App Registrations.

Dashboard >

i ) opentexttraining | C

Azure Active Directory

O overview
r 4 Getting started

K Diagnose and solve problems

Manage

& Users

&8 Groups

l:‘;ﬂ External Identities

&, Roles and administrators

[& Administrative units (Preview)

8 Enterprise applications

Ll Devices

ii% App registrations

(&) 1dentity Governance

«

-

g. On the App Registrations section select New Registration.

Dashboard >

zz= opentexttraining | App registrations %

-
v Azure Active Directory

@ overview

# Getting started

+ New registration

0 Welcome to the new and improved App registrations (now Gene

@ Endpoints 2 Troubleshooting
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h. On the Register an Application screen enter a Name and click Register.

Dashboard > opentexttraining | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

ADVANTAGE
¢ECHI:‘OLOGIIE415‘)

[ Rightrax

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (opentexttraining only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory {Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be

changed later, but a value is required for most authentication scenarios.

Web 4 | | e.g. https://myapp.com,/auth

By proceeding, you agree to the Microsoft Platform Policies !

=
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2. Configure the App Registration Permissions and generate the Client Secret.

a. On the App Registrations overview screen make note of the Application (client) ID and Directory (tenant) ID.

Dashboard > opentexttraining | App registrations >

= RightFax =

|)D Search (Ctr+/) | «

i Overview Display name

Delete @3 Endpoints

: RightFax

I Application (client) ID :

b62dc0ad-5b24-4dd7-a668-f4bd3d850ef7 I

: af3a957e-1161-420d-a59b-f92b20143c72 I

& Quickstart

#" Integration assistant (preview) I Directory {tenant) ID
Object ID

Manage

B Branding

o Welcome to the new and improved App registrations. Looking to learn hof

3 Authentication
Certificates & secrets
H! Token configuration

Call APIs

- ®

2 APl permissions

& Expose an AP|

: e6e67787-cB72-472c-bedd-ada1799ee6d0

b. Under Manage menu select API Permissions.

i RightFax =

|F‘ Search (Ctrl+/) | «

B Overview

&4 Quickstart
3" Integration assistant {preview)

Manage
=
d

Branding
Authentication
Certificates & secrets

Token configuration

APl permissions

Expose an AP

o

Owners
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¢. On the Configured Permissions screen select Add a permission.

Dashboard > opentexttraining | App registrations >

- RightFax | APl permissions =

[ .2 search (ctri+n | « () Refresh

B Overview . .
Configured permissions

& Quickstart . 5 o .
Applications are authorized to call APIs when they are granted permissions by users/admins as part of th|

all the permissions the application needs. Learn more about permissions and consent

#" Integration assistant (preview)

I T Add a permission ‘I | Grant admin consent for opentexttraining

Manage

B Branding

3 Authentication
Certificates 8. secrets

!t Token configuration

-2 APl permissions

& Expose an API

= Owners

API / Permissions name Type
“ Microsoft Graph (1)

User.Read Delegated

Description

Sign in and read user profile

d. On the Request API Permissions screen scroll down and under Supported legacy APls select Exchange.

Request API permissions

¢? Azure Import/Export

Programmatic control of import/export
jobs

D Customer Insights

Create profile and interaction models for
your products

m OneNote

Create and manage notes, lists, pictures,
files, and more in CneNote notebooks

@&y Universal Print

Programmatic access to create and
manage printer and print job resources

Supported legacy APls

Q Azure Active Directory Graph

Programmatic access to directory data
and objects

U Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

Ny, Data Export Service for
V Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination

|w| PowerApps Runtime Service

Powerful data storage, modeling, security
and integration capabilities

a Exchange

A powerful, easy-to-use way to access
and manipulate Exchange data

== Azure Storage
Secure, massively scalable object and

data lake storage for unstructured and
semi-structured data

D Dynamics ERP

Programmatic access to Dynamics ERP
data

A\ s

Create powerful speech-enabled features
using speech to text and text to speech
conversion
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e. Within the Request API Permissions under Exchange select Application permissions.
Request APl permissions P
< All APIs

ﬂ Exchange
https:/foutlook.office365.com/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

f. Under Select Permissions select full_access_as_app and then click Add permissions.
Request API permissions X
€ All APIs

m Exchange
https://outlook.office365.com/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user, Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

| Type to search

Permission Admin consent required

full_access_as_app o

e Use Exchange Web Services with full access to all mailboxes (0
> Calendars
> Contacts
> Exchange
> Mailbox
> MailboxSettings
> Mail
> Place
> Tasks

> User

Add permissions m
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g. After adding the permission select Grant admin consent for <Domain Name>.

D > op ing | App S

- RightFax | APl permissions =

P search (Ctrl+)) « () Refresh

L 5 - .
Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

& Quickstart
# Integration assistant (preview) Configured permissions
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
Manage all the permissions the application needs. Learn more about permissions and consent
B sranding | —+ Add a permission | ” Grant admin consent for opentexttraining \|
2 Authentication
= API / Permissions name Type Description Admin consentreq...  Status
Certificates & secrets

~ Exch 1

11! Token configuration ange (1)
full_zccess_as_app Application  Use Exchange Web Services with full access to all mailb... Yes 4 Not granted for opente,,

- API permissions

e
@ Expose an AP Microsoft Graph (1)

¥ Owners UserRead Delegated  Sign in and read user profile -

QCHNOLOGV

h. Click Yes to the “Do you want to grant consent for the requested permissions for all accounts in <Domain

Name>" pop-up.

Do you want to grant consent for the requested permissions for all accounts in opentexttraining? This will update any existing admin consent records this application already has to
match what is listed below.

i. Under the Application menu under Manage select Certificates & Secrets.

Dashboard > opentexttraining | App registrations >

- RightFax | AP| permissions  #

0 search (Ctrl+/) « () Refresh

L] : S
Overview @ Successfully granted admin consent for the requested permissions.

& Quickstart
#" Integration assistant (preview) Configured permissions
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
Manage all the permissions the application needs. Learn more about permissions and consent
B granding ‘ +adda permission ‘ ‘ Grant admin consent for op
3 Authentication
API / Permissions name Type Description Admin consent req... Status
. v Exch. 1
!t Token configuration ange)
full_access_as_app Application  Use Exchange Web Services with full access to all mailb... Yes @ Granted for opentexttrai,, ==+

- AP| permissions

T
& Exposean API Microsoft Graph (1)

i Owners

& Roles and administrators (Preview)

UserRead Delegated  Sign in and read user profile = @ Granted for opentexttrai,, ***
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j- Within the Certificates and Secrets screen select New Client Secret.

Dashboard > opentexttraining | App registrations »

RightFax | Certificates & secrets =

2 Search (Ctri+/) « Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
i Overview
& Quickstart :

Certificates

#' Integration assistant (preview) Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

Manage T Upload certificate ]
=2 Branding Thumbprin( Start date Expires

D Authentication No certificates have been added for this application.

Certificates & secrets

! Token configuration

© APl permissions Client secrets

& Expose an API A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
i omes

& Roles and administrators (Preview) Description Expires value

H Manifest Mo client secrets have been created for this application.

k. Within the Add a client secret screen enter a Description, select the Expiration, and then click Add.

Add a client secret

Description

| RightFax EWS

Expires

O In 1 year
O In 2 years

@' MNever

l. Once the Client Secret is created select the Copy icon and save the value this will be used to configure the
RightFax EWS Connector. IMPORTANT: If you fail to copy the client secret value and leave this page you will not be
able to recover the value as it becomes hidden. If this happens you will need to generate a new client secret.)

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred ta as application password.

e ]
Description Expires value
RightFax EWS 12/31/2299 YX5IF212rmPVck.R3J89Z_wBo1.d8oxeH~ ,‘

Once you have saved the client secret value to a safe location next you will want to create the RightFax E-mail
Gateway on the RightFax server.
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3. Configure the RightFax Email Gateway on the RightFax Server.

&VANTAGE

TECHNOLOGE‘)

a. On the RightFax server create the LocalRFaxGate folder. (This will contain the IN and OUT folder for the

RFAXGate folder usage.)
i = | Drwve Tools  Local Disk (C)
Home Share View Manage
« = ~ 4 & *» ThisPC > Local Disk (C) ?

3 Quick access
m Desktop
& Downloads

Documents

LI T

= Pictures
.. Local Disk (C3)

= This PC

MName

BGInfo
Catch
inetpub

 LocalRFaxGate

PerfLogs

Program Files

Program Files (x86)

Users

Date modified Type

11/28/2018 10:48 ..  File folder
7/21/2020 6:48 AM  File folder
11/29/2018 211 PM  File folder
7/27/2020 11:59 A..  File folder
11/28/2018 215 PM  File folder
5/4/2020 8:48 AM File folder
5/4/2020 8:48 AM File folder
5/4/2020 8:54 AM File folder

b. Open Enterprise Fax Manager click on Start > RightFax > RightFax Enterprise Fax Manager.

c. Within EFM highlight Services locate the RightFax Email Gateway Module double-click or right-click and from

the menu select Configure Service.

,‘ﬁ RightFax Enterprise Fax Manager
File Edit Utility Help

VELA

EE Fax Servers

B VELA
=% » W Services
il Statistics
‘ Users
.‘5 Groups
‘}‘ Signatures
l' Stamps
Forms
Q Prirters
Biling Codes
@ Cover Shests

. Messaging Services

Library Documents

W Aetts & Monitors

Conversions

- [§-E Client Connections

- 35%  Fax Numbers
B MFes

.. FZ| Reports

-----’EL_ Workflows

E* Extemal Connections

- [m} X
" | | Service Name Status Eﬂfﬂ!ﬂiligﬁess] Startup al
@ FRightFax DocTransport Module Running 0000:00:16:53 Automatic
@ PRightFax Server Module Running 0000:00:16:59 Automatic
@ RightFax Database Module Rurning 0000-00:16:54 Manual
@ FRightFax RPC Server Module Running 0000:00:16:33 Automatic
@ RightFax Queus Handler Running 0000:00:17:04 Automatic
@ RightFax WorkServer1 Module Running 0000:00:17-07 Manual
@ PRightFax WorkServer2 Module Rurning 0000:00:17-06 Manual
@ RightFax WorkServer3 Module Running 0000:00:17:04 Manual
#  PightFax Email Gateway Module Start Service _
& FightFax SAP Gateway1 Module Stop Service
& RightFax Integration Module Rt SenncH
@ RightFax eTransport Module Manual
& RightFax AutoReply Module Copy Settings to Other Nodes...
@ RightFax Alert Module Start AIESEDricEs Automatic
@  RightFax Remoting Service Stop All Services Automatic
@ PRightFax Sync Module Restart All Services Automatic
@ RightFax Conversion Engine T Automatic
@ RightFax Licensing Service Debug Automatic
& RightFax EWS Connector Debug with Options...
&  RightFax SharePoint Gateway Mod. Bring to Front o
& Reconnect
21 servie Camedl
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d. Within the Email Configuration - Local window select Add Gateway.

Email Configuration - LOCAL >

Add Gateway..._l Delete Gateway Select Service Account... | Cancel |

e. In the Email Gateway Selection window select Microsoft Exchange and click Select.

Email Gateway Selection by
Select Email Gateway bo add
Lotus Motes

kicrozaft E :-:l::}'l-Elr'll:lEe | Cancel |
SMTPAPORP3 e
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f. Within the Gateway - MSEXCH in the Location of mail files: enter the location of the LocalRFaxGate folder
created in Step 1 and click OK.

Email Configuration - LOCAL >

""" Gateway - MSEXCH General  Custom meszages  Time of Day

Location of mail fles: | C:\LocalRF axG ate |I

FROM message: |HightFaH Email Gateway Module |

D efault form: _;Advanced farm | Event Loglevel | Terse v

Frequency, |45 -~
[ Remate email gateway service
[ Disable outbound faxing Top margin of message header.
Send through DEFAULT user when email gender iz unknown

[ Process outbaund email for this server anly

;.-’-‘«dd Gateway... ;Delete Eatewa_l,l; | Select Service Account...; Cancel

4. Configure the RightFax EWS Connector on the RightFax server.
a. Within EFM, locate the RightFax EWS Connector double-click or right-click and from the menu select Configure

Service.
| RightFax Enterprise Fax Manager - u] 'Y
File Edit Utility Help
EE Fax Servers * | | service Name Status mﬁz‘.ﬁmess) Startup )
B- g VELA ® RightFax DocTransport Module Running 0000010151  |Automatic
-] ©  RightFax Server Module Running 0000:01:04:44 Automatic
-] Statistics ® RightFax Database Module Running 0000:00:57:50 Manual
& Uses @ RightFax RPC Server Module Running 0000:00:28:33 Automatic
- & Groups @  RightFax Queue Handler Running 0000:005630  |Adtomatic
M, Signalures ©  RightFax WorkServer! Module Start Service
- 4 Stamps ® RightFax WorkServer2 Module Stop Service
2 Foms ®  RightFax WorkSsrver3 Moduls Restart Service
- Printers ® RightFax Emai Gateway Module OSSR
#' Biling Codes 6 BT, e Copy Settings to Other Nodes...
. fB Cover Sheets S RightFax Integration Module Start All Services
D Librery Documerts ® RightFax sTranspot Module Stop All Services
. Messaging Services ©  FightFax AutoRieply Moduie Restart All Services
PR Ml ® RightFax Alert Module Status
-3} Conversions @ FRightFax Remoting Service Debug
E E Client Connections ® RightFax Sync Moduls Debug with Options...
115‘ Fax Numbers B PolifaCrsmn bgne Bring to Front
-8 WFPs Reconnect
®  RightFax Licensing Service
B Repots RightFax EWS Connector Cancel
'8, Workdlows & RightFax SharsPoint Gateway Moduls Not corfigured | N/A | &
B' Edemal Connections v
21 services last updated at 7/27/2020 1:16:39 1
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b. Within the RightFax EWS Connector screen enter the NDR Mailbox Information and Mailbox information.

os RightFax EWS Connector

Mailboo

NDR Mailb
Enter an Exchange mailbox to which the transport rule will SR

These credentials will be used to create the required transport rule
on the Exchange server.

redirect all fax emails for processing by the Right Fax connector. Exchange Gateway |Gateway =
Ehage See |p5.out|ook.com | Gateway Directory  C\LocalRFaxGate
Mailbox Email Address |Oﬁice@operrtead‘tmining.onmi| Bt Lodevd [0
Vi glev aming ~
Mailbox Password | |
Bxchange Online
[ Office 365
Transport Rule Creation
[] Automatically Create Transport Rule
Exchange Administrator Credentials Message Size

>

:@0pentexdtraining.onmicrosoft.com

Administrator 1D * ME
Password
Address Space
Address Type Address Space Ad
RFAX # B
FAX, £
Service Account Cancel
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c¢. Within the Exchange Online section select Office 365, select Use OAuth, and then click Get Token.

B Get Token

| Client Secret ~]
Application (client) ID
b62dclad-5b24-4dd7-a668-f4bd3d850ef7

Directory (tenant) ID

af3a957e-1f61-420d-a59b-f82b20143c72

Client secret

pes

[ ok

Cancel

d. Copy the previously saved client secret and paste it in the Client Secret field and then click Get Token.

B Get Token

' Client Secret ~]
Application (client) ID
b62dclad-5b24-4dd7-a668-f4bd3d850efT

Directory (tenant) ID
|af3a957e-1f61-420d-a59b-f32b20143:72

Client secret

.l..lIl.....l..l........'......'.4

| Get Token

pes

[ ok

Cancel

e. Click OK to the Success pop-up and then click OK to close the Get Token window.
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f. On the RightFax EWS Connector screen select Service Account.

os RightFax EWS Connector

Mailboo
Enter an Exchange mailbox to which the transport rule will

Exchange Server |p5.out|ook .com |

Mailbox Email Address |Oﬁice@opentead‘tmining.onmi|

Mailbox Password

Bxchange Online
Office 365
Use OAuth

Transport Rule Creation
[] Automatically Create Transport Rule

NDR Mailbox | Office @0pentexttraining onmicrosof
redirect all fax emails for processing by the RightFax connector. Exchange Gateway | Gateway v

Gateway Directory  C\LocalRFaxGate

Evert Loglevel | Waming ~

- X

Exchange Online Administrator Credentials Message Size
These credentials will be used to create the required transport rule
on the Exchange server. o Li
Administrator 1D * ME
Password

Address Space

Address Type Address Space Ad

RFAX & Ed

FAX, £

Service Account QK Cancel

g. In the Server Account Details window enter the Domain User account, Password and click OK.

Service Account Details

Service Account Details

X

Domain User: |OTLeaming\Mn1inist|amr

Password:

|

o

l Cancel
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h. Click OK to close the RightFax EWS Connector and start the service.

o= RightFax EWS Connector - X
Mailboo :
NDR Mailb ini i
Enter an Exchange mailbox to which the transport rule will R e Soparbairang aamcusd
redirect all fax emails for processing by the Right Fax connector. Exchange Gateway |Gateway o

Exchange Server |p5.out|ook .com |

Gateway Directory  C\LocalRFaxGate

Mailbox Email Address |=r|tead't|aining.onmicrosoﬂ.com|

Evert Loglevel | Waming ~

Mailbox Password

Bxchange Online
Office 365
Use OAuth

Get Token

Transport Rule Creation
[] Automatically Create Transport Rule

Exchange Online Administrator Credentials Message Size

These credentials will be used to create the required transport rule
on the Exchange server. No-Limit

Administrator 1D Mo i VB
Password
Address Space
Address Type Address Space Add
RFAX & Edit
FAX, *

E Service Account I QK H Cancel
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ADVANTAGE About Advantage
QTE cHNoLOG '2__) Advantage Technologies has been providing on-premise and cloud-based
enterprise fax and automated electronic document delivery solutions for
Advantage Technologies over 20 years. Our team has completed thousands of successful system
866-730-1700 deployments worldwide in such industries as finance, insurance, banking,
info@atechnologies.com government, manufacturing, transportation, and healthcare.

www.atechnologies.com

Our North American helpdesk and sales team are certified on OpenText
RightFax, Alchemy, RightFax Connect, Secure Mail, Secure MFT,
Brooktrout fax boards and FolP software, Dialogic Media Gateways,
Sonus Fax Gateways, and cloud-based fax solutions. Advantage
Technologies is a leading OpenText Platinum Partner and Authorized
Support Partner (ASP).

Throughout our partnership with OpenText, Advantage has been

recognized as RightFax Partner of the Year, IX Partner of the Year, and an
IX Partner Leader.

opentext" | Partner opentext-| Partner opentext’| Partner
Support Distributor Reseller Platinum
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