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Summary
In RightFax, the RightFax EWS Connector provides the option for OAuth authentication with Office 365 Exchange 
Online. This article will provide the steps for Office 365 configuration of the three supported types of OAuth methods 
available Interactive, Certificate, and Client Secret.

Resolution
What is Exchange Online OAuth?
With OAuth authentication, user credentials and passwords are not passed from one computer to another. Instead, 
authentication and authorization is based on the exchange of security tokens, which grants access to a specific set of 
resources for a specific amount of time.
Why use Exchange Online OAuth?
As of October 13th, 2020 Microsoft will stop supporting and fully decommission the Basic Authentication for EWS 
to access Exchange Online. This means that new or existing application will not be able to use Basic Authentication 
when connecting to Exchange Online using EWS with Office 365.
What type of Exchange Online OAuth does RightFax support?
RightFax supports the following methods of OAuth for Exchange Online.
•	 Interactive
•	 Certificate
•	 Client Secret

RightFax EWS Configuration for Exchange Online (Interactive)

The RightFax EWS Configuration for Office 365 (Interactive) is broken down in to the following sections.
1.     Adding a new App Registration to Azure Active Directory.
2.     Configure App Registration permissions.
3.     Configuring the RightFax Email Gateway module on the RightFax server.
4.     Configuring the RightFax EWS Connector on the RightFax Server.

RightFax EWS Configuration for Exchange Online (Certificate)

The RightFax EWS Configuration for Office 365 (Certificate) is broken down into the following sections.
1.     Create a certificate and export both a .pfx and .cer files.
2.     Adding an App Registration to AzureAD.
3.     Configure the App Registration Permissions.
4.     Configuring the RightFax Email Gateway module on the RightFax server.
5.     Configuring the RightFax EWS Connector on the RightFax Server.
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RightFax EWS Configuration for Exchange Online (Client Secret)

The RightFax EWS Configuration for Office 365 (Client Secret) is broken down in the following sections.
1.     Adding an App Registration to AzureAD.
2.     Configure the App Registration Permissions and generate the Client Secret.
3.     Configuring the RightFax Email Gateway module on the RightFax server.
4.     Configuring the RightFax EWS Connector on the RightFax Server.
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RightFax EWS Configuration for Exchange Online OAuth (Interactive)

1. Adding a new “App Registration” to Azure Active Directory.
	 a. Navigate to www.office.com and login to your Office 365 account.
	 b. In the top left-hand corner of the page select the Office 365 App Launcher and select Admin.

	
	 c. Within Microsoft 365 Admin Center select Show All.
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	 d. Under Admin Centers select Azure Active Directory.

	
	 e. On the My Dashboard Screen select the Office 365 <Domain Name> Dashboard.
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	 f. On the <Domain Name> Dashboard from the menu select App Registrations.

	
	 g. On the App Registrations section select New Registration.

	
	 h. Within the Register an Application page in the Name field enter a name (i.e. RightFax).
	 i. Under the Redirect URI (Optional) drop-down select Public client/native (mobile & desktop).
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	 j. In the empty Redirect URI field enter “urn:ietf:wg:oauth:2.0:oob” (without the quotes) and click Register.

	

2. Configure the App Registration permissions.
	 a. On the App Registration site overview note the Application (client) ID and Directory (tenant) ID. (This informa	
	 tion will be used later in the configuration.)
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	 b. Within App Registration under Manager select API Permissions.

	
	 c. Within Configured Permissions select Add a Permission.

	
	 d. Within the Request API permissions screen select APIs my organization uses.
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	 e. In the search bar enter Office 365 Exchange Online and select it from the available options.
	 f. Under Office 365 Exchange Online select Delegated Permissions, scroll down expand EWS, select EWS.		
	 AccessAsUser.All and then click Add Permissions.

	
	 g. Next select Grant Admin Consent for <AD Profile> and then click Yes to the prompt.
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3. Configure the RightFax Email Gateway on the RightFax server.
	 a. On the RightFax server create the LocalRFaxGate folder. (This will contain the IN and OUT folder for the RFAX	
	 Gate folder usage.)

	
	 b. Open Enterprise Fax Manager click on Start > RightFax > RightFax Enterprise Fax Manager.
	 c. Within EFM highlight Services locate the RightFax Email Gateway Module double-click or right-click and from 	
	 the menu select Configure Service.
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	 d. Within the Email Configuration - Local window select Add Gateway.

	
	 e. In the Email Gateway Selection window select Microsoft Exchange and click Select.
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	 f. Within the Gateway - MSEXCH in the Location of mail files: enter the location of the LocalRFaxGate folder creat	
	 ed in Step 1 and click OK.

	

4. Configure the RightFax EWS Connector on the RightFax Server.
	 a. Within EFM, locate the RightFax EWS Connector double-click or right-click and from the menu select Configure 	
	 Service.
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	 b. Within the RightFax EWS Connector screen enter the NDR Mailbox Information and Mailbox information.
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	 c. Within the Exchange Online section select Office 365, select Use OAuth, and then click Get Token.

	
	 d. In the Get Token screen leave Interactive and in the Application (client) ID and Directory (Tenant) ID. (Section 	
	 2. Configure the App Registration permissions Step 1.)
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	 e. Click Get Token.
	 f. Within the Sign in to your account window enter mailbox used to configure the EWS Connector and click Next.

	
	 g. Enter the mailbox password and click Sign In.
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	 h. On the Permissions Requested window select Consent on behalf of your organization, and then click Accept.

	
	 i. Click OK to close the Get Token window.
	 j. Click Service Account.
	 k. In the Service Account Details window enter the Domain User and Password to run the RightFax EWS Con		
	 nector and then click OK.

	
	 l. Click OK to close the RightFax EWS Connector screen.
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	 m. Verify the RightFax.ExchangeConnector.Core.dll.msalcache.bin3 file is created under the \RightFax\EWS 		
	 folder. (This file is created when the token for OAuth it successfully created.)						    
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RightFax EWS Configuration for Exchange Online OAuth (Certificate)

1. Create a certificate and export both a .pfx and .cer files.
	 a. Open Internet Information Services (IIS) Manager on the RightFax server and highlight the server name.

	
	 b. Within IIS Manager <Server Name> Home scroll down to IIS and select Server Certificates.
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	 c. Within Server Certificates under Actions and select Create Self-Signed Certificate.

	
	 d. On the Create Self-Signed Certificate window enter a name for the certificate in the Specify a friend name for 	
	 the certificate field.
	 e. Select Web Hosting on the Select a certificate store for the new certificate drop-down and click OK.
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	 f. Within the IIS Server Certificates screen highlight the newly created certificate and under Actions select Export.

	
	 g. Within the Export Certificate window select the ellipses next the Export to. Save the certificate to a location 	
	 where the EWS Connector service account has access. (This location will be where the .pfx file will be stored.)
	 h. Enter a Password and Confirm password and click OK.
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	 i. Right-click Start and from the menu select Run.

	
	 j. In the Run window enter MMC and click OK.
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	 k. Within the Console1 window select File and from the menu select Add/Remove Snap-in.

	
	 l. Within the Add or Remove Snap-ins window under Available snap-ins highlight Certificates and click Add.
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	 m. Within the Certificates snap-in window select Computer account and click Next.

	
	 n. On the Select Computer screen leave Local Computer (the computer this console is running on), click Finish, 		
	 and click OK.
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	 o. With Certificates now loaded into MMC Console, locate the Certificate created in IIS expand Certificates > Web 	
	 Hosting > Certificates.

	
	 p. Right-click the certificate and from the menu select All Tasks > Export.
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	 q. On the Welcome to the Certificate Export Wizard screen click Next.
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	 r. On the Export File Format screen select either DER encoded binary X.509 (.CER) or Base-64 encoded X.509 	
	 (.CER) and click Next.
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	 s. On the File to Export screen click Browse and save the file to a location that will have access from the Web 		
	 Browser used to configure AzureAD, and click Next.
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	 t. On the Completing the Certificate Export Wizard screen click Finish.

	

2. Adding an App Registration to AzureAD.
	 a. Navigate to www.office.com and login to your Office 365 account.
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	 b. In the top left-hand corner of the page select the Office 365 App Launcher and select Admin.

	
	 c. Within Microsoft 365 Admin Center select Show All.
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	 d. Under Admin Centers select Azure Active Directory.

	
	 e. On the My Dashboard Screen select the Office 365 <Domain Name> Dashboard.
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	 f. On the <Domain Name> Dashboard from the menu select App Registrations.

	
	 g. On the App Registrations section select New Registration.
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	 h. Within the Register an Application page in the Name field enter a name (i.e. RightFax) and then click Register. 	
	 (Do not modify Supported account types or Redirect URI (optional) settings).

	

3. Configure the App Registration Permissions.
	 a. On the Application (RightFax) Overview note the Application (client) ID and Directory (tenet) ID this information 	
	 will be used later on in the configuration process.

	



Page 32 of 56 O365 OAuth Configuration | ADVANTAGE TECHNOLOGIES

O365 OAuth Configuration | OpenText™ RightFax

	 b. On the RightFax Overview screen under Manage select API permissions.

	
	 c. Within the RightFax API permissions screen select Add a permission.

	
	 d. Under Request API permissions scroll all the way down and under Supported legacy API’s select Exchange. 
	 e. Within Request API permissions under Exchange select Application permissions.
	 f. On the Permissions screen select full_access_as_app and click Add permissions.
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	 g. After adding the permissions select Grand Admin Consent for <AD Profile>.

	
	 h. Click Yes to the Do you want to grant consent for the requested permission for all accounts pop-up.

	
	 i. Under the Manage menu select Certificates & Secrets.

	
	 j. Within Certificates & Secrets select Upload Certificate.
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	 k. In the Upload Certificate window browse out to where you stored the .CER file you created, and then click Add.

	

4. Configure the RightFax Email Gateway service on the RightFax Server.
	 a. On the RightFax server create the LocalRFaxGate folder. (This will contain the IN and OUT folder for the 		
	 RFAXGate folder usage.)

	
	 b. Open Enterprise Fax Manager click on Start > RightFax > RightFax Enterprise Fax Manager.
	 c. Within EFM highlight Services locate the RightFax Email Gateway Module double-click or right-click and from 	
	 the menu select Configure Service.
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	 d. Within the Email Configuration - Local window select Add Gateway.

	
	 e. In the Email Gateway Selection window select Microsoft Exchange and click Select.
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	 f. Within the Gateway - MSEXCH in the Location of mail files: enter the location of the LocalRFaxGate folder 		
	 created in Step 1 and click OK.

	

5. Configure the RightFax EWS Connector on the RightFax Server.
	 a. Within EFM, locate the RightFax EWS Connector double-click or right-click and from the menu select Configure 	
	 Service.

	
	 b. Within the RightFax EWS Connector screen enter the NDR Mailbox Information and Mailbox information.
	 c. Within the Exchange Online section select Office 365, select Use OAuth, and then click Get Token.



Page 37 of 56 O365 OAuth Configuration | ADVANTAGE TECHNOLOGIES

O365 OAuth Configuration | OpenText™ RightFax

	
	 d. In the Get Token drop-down select Certificate.
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	 e. Enter the Application (client) ID and Directory (tenant) ID (This information can be found under the AzureAD 	
	 RightFax App overview Section 3. Step 1.)

	
	 f. For the Certificate file click the ellipsis, browse out to the location of the .pfx file created earlier and enter the 	
	 password you used when creating the .pfx file and click Get Token.
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	 g. Click OK to close the Success pop-up.

	
	 h. Click OK to close the Get Token window.
	 i. Within the RightFax EWS Connector screen select Service Account.

	
	 j. In the Server Account Details window enter the Domain User account, password and click OK.
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	 k. Click OK to close the RightFax EWS Connector and start the service.

	
	 l. Verify the RightFax.ExchangeConnector.Core.dll.msalcache.bin3 file is created under the \RightFax\EWS 		
	 folder. (This file is created when the token for OAuth it successfully created.)
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RightFax EWS Configuration for Exchange Online OAuth (Client Secret)

1. Add a new App Registration to Azure AD.
	 a. Navigate to www.office.com and login to your Office 365 account.
	 b. In the top left-hand corner of the page select the Office 365 App Launcher and select Admin.

	
	 c. Within Microsoft 365 Admin Center select Show All.
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	 d. Under Admin Centers select Azure Active Directory.

	
	 e. On the My Dashboard Screen select the Office 365 <Domain Name> Dashboard.
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	 f. On the <Domain Name> Dashboard from the menu select App Registrations.

	
	 g. On the App Registrations section select New Registration.
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	 h. On the Register an Application screen enter a Name and click Register.
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2. Configure the App Registration Permissions and generate the Client Secret.
	 a. On the App Registrations overview screen make note of the Application (client) ID and Directory (tenant) ID.

	
	 b. Under Manage menu select API Permissions.
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	 c. On the Configured Permissions screen select Add a permission.

	
	 d. On the Request API Permissions screen scroll down and under Supported legacy APIs select Exchange.
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	 e. Within the Request API Permissions under Exchange select Application permissions.

	
	 f. Under Select Permissions select full_access_as_app and then click Add permissions.
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	 g. After adding the permission select Grant admin consent for <Domain Name>.

	
	 h. Click Yes to the “Do you want to grant consent for the requested permissions for all accounts in <Domain 		
	 Name>” pop-up.

	
	 i. Under the Application menu under Manage select Certificates & Secrets.
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	 j. Within the Certificates and Secrets screen select New Client Secret.

	
	 k. Within the Add a client secret screen enter a Description, select the Expiration, and then click Add.

	
	 l. Once the Client Secret is created select the Copy icon and save the value this will be used to configure the 		
RightFax EWS Connector. (IMPORTANT: If you fail to copy the client secret value and leave this page you will not be 	
	 able to recover the value as it becomes hidden. If this happens you will need to generate a new client secret.)

	
	 Once you have saved the client secret value to a safe location next you will want to create the RightFax E-mail 		
	 Gateway on the RightFax server.
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3. Configure the RightFax Email Gateway on the RightFax Server.
	 a. On the RightFax server create the LocalRFaxGate folder. (This will contain the IN and OUT folder for the 		
	 RFAXGate folder usage.)

	
	 b. Open Enterprise Fax Manager click on Start > RightFax > RightFax Enterprise Fax Manager.
	 c. Within EFM highlight Services locate the RightFax Email Gateway Module double-click or right-click and from 	
	 the menu select Configure Service.
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	 d. Within the Email Configuration - Local window select Add Gateway.

	
	 e. In the Email Gateway Selection window select Microsoft Exchange and click Select.
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	 f. Within the Gateway - MSEXCH in the Location of mail files: enter the location of the LocalRFaxGate folder 		
	 created in Step 1 and click OK.

	

4. Configure the RightFax EWS Connector on the RightFax server.
	 a. Within EFM, locate the RightFax EWS Connector double-click or right-click and from the menu select Configure 	
	 Service.
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	 b. Within the RightFax EWS Connector screen enter the NDR Mailbox Information and Mailbox information.
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	 c. Within the Exchange Online section select Office 365, select Use OAuth, and then click Get Token.

	
	 d. Copy the previously saved client secret and paste it in the Client Secret field and then click Get Token.

	
	 e. Click OK to the Success pop-up and then click OK to close the Get Token window.
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	 f. On the RightFax EWS Connector screen select Service Account.

	
	 g. In the Server Account Details window enter the Domain User account, Password and click OK.
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	 h. Click OK to close the RightFax EWS Connector and start the service.
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